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1 About this guide

This document is divided into the following chapters:

e About

e Introducing Zenith ARCA Replication

e Describing the System

e General Operation & Software Specifications

e  Configuring Replication

1.1 Who Should Use It

This guide is intended for administrative users of different degrees of knowledge and experience with backup systems:
e Administrators: The administrator will learn how to install and configure the ARCA Replication.

This guide assumes that you have some knowledge of Windows, backup, and replication concepts.
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1.2 Typographical Conventions

This document uses the following typographical conventions:

e Command and option hames appear in bold type in definitions and examples. The names of directories, files,

machines, partitions, and volumes also appear in bold.
e Variable information appears in italic type. This includes user-supplied information on command lines.

e  Screen output and code samples appear in monospace type.

In addition, the following symbols appear in command syntax definitions.

e  Square brackets [ ] surround optional items.
e Angle brackets < > surround user-supplied values.
e Percentage sign % represents the regular command shell prompt.

e  Pipe symbol | separates mutually exclusive values for an argument.
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2 Introducing Zenith ARCA Replication

2.1 Purpose

This chapter includes the following topics:

e Breakthrough Replication Software
e Configure Vault

e Configure Scheduler

e Connect to Remote Vault

e ARCA Replication Specifics

e Appendix

2.2 Scope

We will learn how to setup and configure Zenith ARCA Replication. Please see the ARCA Implementation Guide to

configure the ARCA for business continuity.
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2.3 System Organization

This guide is organized in the following manner:

Key Features and System Inventory

Navigating the interface

Configuration

Common Tasks
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3 Change Log

Date Changes

04.04.2009 Version 1.0.1038 - Document created

04.10.2009 Version 1.0.1039 — added metadata share

04.11.2009 Version 1.0.1040 - Replication l_degtes to _collapse files. Added metadata

replication options.

04.14.2009 Added section 5.1 - transfer protocol replication with additional explanation
o and added updated dashboard screens

04.15.2009 Updated Configuration screens

04.23.2009 Added firewall rules and preconfigured user and share information

05.11.2009 Clarified current option — do not serl:(c):;;rlltra—dally files for replication in this
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4 Describing the System

The Zenith ARCA is an all-in-one business continuity appliance which includes all the software and hardware necessary to
protect your Windows Server infrastructure. This includes Breakthrough Replication Software to enable replication to other
ARCA units in your infrastructure. Replication is one-to-one and can be uni or bidirectional. The number of concurrent

connections will vary upon model.

4.1 Overview

The replication features include software from Breakthrough, pre-installed on the ARCA: in the “C:\Program Files
(x86)\Breakthrough” directory.

Breakthrough's Replication Suite consists of a number of integrated applications which faciliate the automated delivery of
backup image files to a remote server.

BTCopy - primary application which pushes backup files to a remote server called a vault.

BTConfig - configuration utility which defines vaults, server folders, prioritization, notifications, and operational schedules
within

BTLink — used to connect to and administer the vault. The vault service is in “vault admin mode”.

Terminology

ARCA Souce Server - system configured with RAID storage, responsible for locally archiving backup images from any number of
machines.

ARCA Destination Server - system running the primary backup agent which copies files to the target ARCA device.
Folder - individual folder on the NAS device where backup files exists for specific Server.

Root - root directory where all server folders reside (typically D:\Backups).

Vault - remote off-site ARCA, where configured Server Folders are replicated.

Copy - off-site replication agent which resides on the local NAS device and communicates with a destination ARCA.
Schedule - periodic schedule which defines when the off-site replication process will execute.

Notification - executed event which causes an email to be generated.

Instance - unigue number assigned to BTCopy and BTMail runs for logging and monitoring.
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Key - activation key used to generate operational license files for BTCopy and BTVault.

License - unique license granting authorized use of the application on a specific machine.

Files

Application

BTCopy.exe

BTConfig.exe

BTMail.exe

BTService.exe

BTVault.exe

BTLink.exe

Support

QtCore4.dll

QtGui4.dll

QtNetwork4.dll

QtSql4.dll

Configuration

Configuration files and databases are stored under the /config subdirectory.
bt.ini

btcopy.db

btvault.db

Licensing

Licensing files are created upon activation and stored under the /config subdirectory.
btcopy.lic

btvault.lic

Information files are created upon application execution, and used to generate offline licenses where necessary.
btcopy.inf

btvault.inf
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5 General Operation & Software Specifications

The Breakthrough Replication Suite is specifically designed to do one thing:

To provide for the configuration, prioritization, and replication of selected base image and incremental archive files to an off-site
location.

The primary application that performs most of the work is BTCopy. BTCopy performs its tasks based on a configuration stored in
the btcopy.db database.

BTConfig is the database management and monitoring application for BTCopy. It's responsible for defining the root backup
directory, the vault connection profiles, the specific server folders to be replicated, the replication schedule, and notifications to
occur based on success or failure.

BTCopy Process

When BTCopy executes, it reads the currently saved configuration and begins its replication process which includes the following
steps:

Prioritize the server folders

Query the vaults

Determine which files need to be replicated

Sort the files to insure the backup remains sequential
Transfer each file

Track any connection or file transfer errors
Recover from disconnects or early terminations
Resume files that may be partially transmitted
Evaluate entire batch for completion

Run through multiple passes to insure completion
Terminate

BTCopy returns from execution with one of the following result codes:
0 = Success, the process completed without error
1 = Failed, some or all of the files were not transferred
2 = Aborted, the operation was manually aborted
3 = Duplicate, another copy of the process is already running
4 = Not Licensed, the license is missing, invalid, or the product is disabled

5 = Error, an internal error prevented the application from running when launched from the scheduler
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6 = Terminated, the application terminated unexpectantly

Other = any other error is likely due to the application being terminated from the Task Manager, or an internal system failure of
some kind.

These result codes can be evaluated by another process that launches BTCopy, including a simple batch file.

BTCopy is not normally launched from the command line, but instead spawned as a child process by the BTService scheduling
service.

BTService Scheduler

BTService runs as a background daemon (Windows service) and constantly monitors the current configuration and replication
schedule defined in the btcopy.db database. As changes are made and saved to the database by the BTConfig application,
BTService automatically refreshes its snapshot of the database and updates all internal settings to run to the new configuration.

Internally, BTService contains a scheduler which runs if the BTCopy license is valid. If the BTCopy license is missing or invalid,
BTService will run, but its internal scheduler will stop and wait for the license to validate.

The internal scheduler is responsible for monitoring three schedules and acting on them...

Replication schedule in which BTCopy is executed

Notification schedule in which triggered notifications cause BTMail to be executed

Cleanup schedule in which an internal routine removes aged log and snapshot records in the btcopy.db database and on disk
BTConfig - Run and Abort

Additionally, BTService monitors commands sent from the BTConfig application - specifically the Run and Abort actions under the
Activity tab. The Run button will highlight when the scheduler is running but BTCopy is not already running, and the Abort button
will highlight when the scheduler is running and BTCopy is already running. Clicking Run will notify the scheduler to launch
BTCopy. Clicking Abort will tell the scheduler to send an abort to the BTCopy process. BTConfig and BTService do not monitor
BTCopy unless it is executed by the scheduler, which means if BTCopy is executed manually, the BTConfig application will not be
aware of its run, and the Run and Abort buttons will be accurate only from the perspective of the BTService scheduler.

BT.INI Settings File

The BT.INI file is stored under the /config subdirectory and contains system-level settings that affect the functionality of the BT
Replication Suite.

Sections in the BT.INI file are defined by application as follows:
[btconfig]

[btcopy]

[btclean]

[btservice]

[btmail]

Each section has settings pertinent to the specific application. The following describes each setting and its available options.
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Values are either "true / false" or a number. Each entry below is identified with its default value.

[btconfig]
history-filter = true

Specifies whether the Filter "block" on the History tab of BTConfig is enabled or disabled. When the filter is enabled, sub options
determine which log records are displayed in the window.

history-show-copy = true

Specifies whether the filter by "Copy" checkbox is checked.

history-show-mail = false

Specifies whether the filter by "Mail" checkbox is checked.

history-show-clean = false

Specifies whether the filter by "Clean" checkbox is checked.

[btcopy]

copy-attempts = 10

Specifies the number of attempts to execute on a batched transfer of multiple folders and files before terminating.
copy-retries = 3

Specifies the number of connection retries to attempt on a disconnect or failed connection.
copy-delay = 10

Specifies the number of seconds to wait between connection attempts.

timeout-login =5

Specifies the number of seconds to wait before timeout durin a login command to the vault.
timeout-directory = 45

Specifies the number of seconds to wait before timeout during a directory command to the vault.
timeout-stream =5

Specifies the number of seconds to wait before timeout during a stream command to the vault.
output-snp = true

Instructs the application to generate snapshot files in the /copy/snaps directory.

output-xml = false

Instructs the application to generate a run-time xml snapshot in the /copy/xml directory.

output-log = false
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Instructs the application to append transfer transactional information to date-stamped logs files in the /copy/logs directory.

output-err = false

Instructs the application to append error information to date-stamped error files in the copy/errors directory.
[btclean]

days =30

Number of days to keep when the cleaner runs. The cleaner will remove all historical files on disk as well as log entries from the
btcopy.db.

enabled = true

Enables or disables the internal cleaner.

[btservice]

btcopy-output = false

Determines if btcopy output capture is enabled, and written to btcopy_(instance).out files in the /service/output directory.
btmail-output = false

Determines if btmail output capture is enabled, and written to btmail_(instance).out files in the /service/output directory.
running-wait = 10

Delay in seconds between execution attempts if targeted process is already running.

duplicate-wait = 3600

Delay in seconds between execution attemps if target process returns with a Duplicate result code, indicating a manual process is
running.

terminated-retries = 3

Number of attempts to retry process execution in the event of a code-level exception.

event-base-id = 1000

Base value for Event Id numbers recorded to the Windows Event Log when event notification are enabled.
btclean-force = true

Manual override to force cleaner to execute immediately. Upon execution, this entry will be automatically removed from the BT.INI
file.

[btmail] - NOT USED
archive-sent = false
Enables archiving of sent email notifications to the /mail/sent directory as standard .eml files.

archive-failed = true
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Enables archiving of failedt email notifications to the /mail/failed directory as standard .eml files.

archive-session = false

Enables archiving of the full SMTP session to the /mail/session directory as an output (.out) file.

5.1 Protocol Settings

There are three supported protocols in the system: BTP, TCP, & UDP. For most networks, two protocols are recommended,
BTP (default) and TCP.

BTP is the default and usually performs the best. It's a high-performance protocol that constantly monitors the best route to
move data over the wire in real-time, and it can outperform TCP by a factor of 10 to 1 if bandwidth is available. If operated
un-throttled, it will usually reach the maximum throughput of the connection (minus any other streams on the wire). Itis
moderately aggressive and fair to other streams.

TCP is the simplest but also the slowest. It works best over low-bandwidth connections where you want minimal operational
overhead at both ends. If you're uploading over slow connections (< 1 Mbps) and you require very high concurrency at the
Vault side (50, 100, 200+ connections in parallel), TCP works best because it requires the least amount of CPU horsepower.
It's not aggressive and very fair to other streams.

UDP is a third option, but requires inbound ports at both ends. This setting requires a higher level of configuration and re-
guires more CPU overhead to transfer data at high speed. It's designed for connections with very high latency (> 200ms)
and lots of bandwidth to exploit over that connection. UDP is almost always used between two data centers when replicating
data over a high-latency intercontinental connection. It's very aggressive and not fair to other streams.

Note: To estimate the maximum BTP transfer speed: Base it on the theoretical max throughput of TCP, which can
vary from machine to machine and operating system to operating system.

On “most systems”, BTP will operate at a max throughput based on this formula: 2621440 / ping (in seconds) = bps.
So if you're transferring over the wire with a 20 ms ping, BTP can transfer up to 2621440 / 0.020 = 131072000 bps = 131 Mbps.
Similarly, if you're transferring over the wire with a 100ms ping time, BTP can transfer up to 26 Mbps.

Again, this is based on “most systems”, if you're replicating server to server with the same OS versions, which you are in this
case, you may be able to go up to 2 times faster than those numbers. Those are the minimums.

In the end, BTP will almost always fill up the wire, but it will do it smartly, and fairly, and allow other streams to operate con-
currently. TCP is for slow DSL upload connections where you don’t want the overhead and you don’t need the speed. UDP
is for special circumstances where latency is high and line quality is poor.
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5.2 Firewall Rules

To enable ARCA Replication through a firewall, allow the following ports. Port settings depend on the transfer protocol

selected.

e BTP Protocol - default
o 39002 (TCP)
0 39100-39120 (TCP)
e TCP Protocol
o 39000 (TCP)
o UDP Protocaol
e UDP Protocol
o 39000 (UDP)
0 39100-39120 (UDP)

File Management Services are Running File Management Services are Running
File Managemnent | Adrinistrative I About.. | File Management Adrninistrative | About... |
—File Management Services Administration Services
Apply | Apply |
¥ Run File Service on Startup Start File Service | Server Name:
4|Revert [~ Enable Remote Administrati —IRevert
. . . nable EMote ministration
¥ Enable Reliable UDP Stop File Service |
¥ Enable BTP acceleration Restart File Service | Max Concurrent Connections: Il 3:
Listening Paort : |39001
Max Throughput (Mbps): IlDDD.DDD 3:
Max Concurrent Connections: |2 3:
TCP Listening Port : ISQDDD
LDP Listening Port : ISQDDD
BTP Listening Part : |39002
\ J \ J

Vault Side Settings

v Customize Connection Method

Transfer Protocol; |BTP Acceleration (Default) ll

Standard TCP
Reliable UDP

Cannection Paort:

= - - o AT

Configuration Side Settings
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6 Configuring Replication

In this section we will configure the ARCA Replication Software, Breakthrough. We will configure the vault and schedule
replication through the Breakthrough Config utility. We will also go over manually connecting to the vault and moving files

manually.

6.1 Vault

To start ARCA replication, the vaulting software component must be configured first. The software used to administer the

vault is Breakthrough Link. From here you will configure user accounts and shares.

To administer the Vault you must login to the ARCA via an administrative account. The “Breakthrough Vault” service will be
installed and should be in a “Started” state on any ARCA that is licensed and configured for vaulting. The service runs under

the “Local System” account. If this service is stopped, server shares will be disabled and replication will fail.

e Ensure the “Breakthrough Vault” service is started.

e Launch “Breakthrough Link” from Start > All Programs > ARCA > Backup Data Transfer > Breakthrough Link. You can

also access this through the ARCA Dashboard under the Backup Data Transfer section.

==
E Manage Your i windows Catalog
"“ ‘windows Update

AW Command Pry

Accessories 3
'/ Windows Expl Administrative Tools 3
= ) - o >
- | EitDefender Security For Windows Servers  # ARCA Administration
!5 Standby Server Breakthrough (A Eackup Data Transfer Breakthrough Config
MYIDIA Corporation 3 Configuration 1 ugh Link.
ARCA Dashboal Ontrack » License Activation » W Copy Backup To External Drive
Startup 3 Reporting Dashboard  * Bw Sync To External Drive
! Motepad Sun =¥ YirkualBosx » Support 3
& Internet Explorer Wirtual Machine 3

Remate Deskfo) & Internst Explorer (64-bit)
ﬂ LogMeln
ARCA Doctor @ Outlock Express
¥ .. Remote Assistance
V\_‘l kkh h Li
[N | Breakthraudh Li () microsaft Office 3
A Acrohat.com

All Programs adobe Readsr 9

Log Off @ Shut Down

W ARCA Dashboard

ey

|£'£;'5tart |&@ = |
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S ARCA Dashboard
Business Continuity Software

Configuration Backup Data Transfer

Agent Setup

Backup Data Transfer {

ARCA Administration .-’ﬁ

Virtual Machine Copy Backup Imageis) of
Server(s) to External Drive

Support

Reporting Dashboard

FOOEF o8|

License Activation I X 1

System Mame : PGHARCA ‘L‘

Breakthrough Config

Nsp

Sync to External Drive

L™
HLN

Breakthrough Link

\

IS [ 3

Version 4.2.0
Service Tag - 0013D92309C246AR

e The launches “Breakthrough Link”.

ARCA Replication Guide.doc Copyright 2009
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¥ Breakthrough Link Desktop H= B3
 h .
Available
=
“{ Connections Q) Gonnect | S Refrach
Connection Mame Host Mame / IF Address Type
J Quick Connect $¢ Disconnect All [ Manage Server B About Link & Logoff & Exit

e Click “Quick Connect” button to connect to existing vaults.
e Click “Disconnect All" to disconnect from all vault connections.
e Click “Manage Server” to manage the local vault. If the vault component is not licensed this option is not

available.

¢ In this section we are managing the local vault. Click “Manage Server”.

o If the “Breakthrough Vault” service is not running, you will receive a “Host did not respond” error and you will be

prompted to login to an existing vault. The vault service runs under “Local System”.

¥ Connection Failure E3

@ Host did not respond.
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¥ Login to Breakthrough Yault E3

— Credentials

Connect I

User Login: ||

Password: I

Cancel

Defaults

I Customize Connection Method

i

Session Channel: IStandard Tep (Default) LI

Session Port: |33001

Lata Channel: INnne (=ingle Channel Mode) LI

Cata Port: I

I Tune Bandwidth Settings

Max Download Speed (Mbps): |1I3.DI:II:I :’

|10.000 =]

Max Upload Speed (Mbps):

e If connection is successful Breakthrough Link connects to the local vault service in admin mode.

¥ Breakthrough Link Desktop

¥ Computer \'EH Breakthrough Vault |

‘ g! | User

eeaunts & Refresh ‘ & Add User ‘ " Edit User | %) Remove User | Changs Password
Name [ Login [user Type
| an 06 Administrator adrin Administrator
are i 88 Replicate vaultuser User
f Jr Folders
™ Explore
’."A Server

Online
Activity
Server

¢l Settings

 Duick Connect 3 Disconnect &l KA Manage Server

6.1.1 User Accounts

e “User Accounts” will be the first screen displayed.

4 About Link & Logoff & Exit

ARCA Replication Guide.doc
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a. The default vault user accounts are “Administrator” and “Replicate”. Use the “Replicate” account for replica-

tion.

e Administrator is a local vault account only. By default this account is restricted to the local system and has no
password.

e Replicate is a predefined account used for replication. Default credentials:
o0 Username: vaultuser

o Password: vaultuser

User Marne: IRepIicate QK
—Rights
Cancel
¥ Account Enabled [~ Administrator

—Credentials

Login: Ivaultuser

Fassword: I

Canfirmn Fassward; I

— Reguire Secret Code

Secret Code; I Generate |

—~ Restrict Throughput

Max Inbound Speed (Mbps): |1III.EIEIEI

=
=

Max Cuthound Speed (Mbps): IlEI.EIEIEI

—I Restrict Access

IP &ddresses &dd IP
e MAC Addresses
ie License Mumbers add MaC
fdd Lizense
Remove
Remove Al
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6.1.1.1 Recommended user settings

i. Use the “Replicate” account.

ii. This account is preconfigured on each ARCA specifically for replication tasks.
e To navigate the different options click each individual button.

M Breakthrough Link Desktop

Mi[=] B3
¥  Computer l::ﬂ Breakthrough Yault
- ~
Q | user 5 Refresh ‘ &= addu S Editu R u ch P d
efres ser . it User ernove User ange Passwar
. Accounts = = = = == =hang
MName I Lagin | User Type
h - B8 administrator admin Adrninistratar
Share Lo R Replicate vaultuser User
* Jr Folders
™ explore
po O Server

Online
Activity
Server

) Settings

A

r

J Quick Connect % Disconnect all @ Manage Server [.; About Link & Logoff & Exit

6.1.1.2 Add Users
Adding Users is not a requirement. We recommend use the “Replicate” account.

e Click “Add User” button and fill out the required information. You can enable and disable the account, enable

administrator access, provide credentials, restrict throughput, and restrict access by IP and MAC Address.
= Click “OK” to create the user account.
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= |f you do want to create an account at this time click “Cancel”.

¥ add User E

User Mame: Itest

Ok

—Rights

¥ Account Enabled [T administrator
— Credentials

Login: |test

Password: |--u

Confirm Password: |--u

—W Restrict Throughput

Max Inbound Speed (Mbps): IlEI.EIEIIII

Max Cuthound Speed (Mbpsi; IlEI.EIEIIII

I~ Restrict Access

i IP Addresses
oo MAC Addresses
‘o License Murnbers

Add IF

Add MaC

&dd License

Rermowve

Remaove &ll

EEE L,

Cancel |

Types of user accounts:

o User

o0 Administrator (user is logged in with admin mode to vault — no difference)

If you attempt to create an account with the same “Login” name of a user that already exists, you will receive a

“User Creation Error” prompt. A duplicate user will not be created.

ARCA Replication Guide.doc Copyright 2009
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T User Creation Error E

@ The server reported an error when trying to create this user account. This

can occur when a duplicate login code is selected,

6.1.1.3 Edit Users

e After a user is created, double click or click “Edit User” to edit details.
= Make any changes and click “OK” to confirm. You will receive a “User Modified” prompt after the
change is applied.

= Click “Cancel” to disregard changes.

User Mame: ITest Acct] e s

—Rights
Cancel |
W Account Enabled [~ administrator
—Credentials
Login: Itest
Password: I

Caonfirm Password: I

I Restrict Throughput

Max Inbound Speed (Mbps); IlEI.EIEIEI

Max Cutbound Speed (Mbps); IlEI.EIEIEI

—I Restrict Access

i IP Addresses fdd IP
i MAC Addresses

o License Mumbers Aiae

add License
Rermove

Rermowve All

HEEE .
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B user Modified E

@ The user account has been modified., Existing user sessions will not be

affected.

6.1.1.4 Remove Users

= Highlight the user for removal and click “Remove User”.
e Click “Yes” to confirm, you will receive a “User Deleted” prompt after the account is deleted.

e Click “No” to cancel

/5% Breakthrough Link Desktop O] x|
@ Breakthrough Yault
q?d User o Ref h| G add U |\ Edit U | X R u | Ch P d
" Accounts S5 Refres & ser Edit User Remove User Change Passwaor
Mame | Login | User Type
h V& administrator admin Adrninistrator

Share o BB seott scott User

* J Folders - VB Test Acct test User

- V& Zenith - NAS1 nasl User

- V& Zenith - NASZ nasz User

r_ Expl - W% Zenith - NAS3 nas3 User

#plore 6 test123 testl23 User (Disabled)
,‘_’ Server
B Remove User : test123
Online
" Activity 9 You are about to permanently remove the user named "test123" from your
\‘) system. Are you sure you want to proceed?
b |
Server
Settings
.
i) Quick Connect J% Disconnect all @ Manage Server k‘iﬂbout Link & Logoff & Exit
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" user Deleted

The user account has been permanently deleted. Existing user sessions
will not be affected.

6.1.1.5 Change Password

= Highlight the user account and click “Change Password”
e Type and confirm the new password, click “OK”. You will receive a “Password Changed”

prompt after the change completes.

" password Changed

i The password for this account has been changed and is now in effect for
\\') future lagins,

¢ If you do not want to change the password click “Cancel”.

6.1.2 Share Folders

6.1.2.1 Required share folders settings — these shared folders are preconfigured

Share Description | Folder Location | Custom Mame
4 Replica O /Replicas’
“egl  ReplicaMetadata O /ReplicaMetadatas meta

e On each ARCA there are 2 replicated folders and corresponding shares.
e Replica — replica of D:\Backup (backup files)
e ReplicaMetadata — replica of D:\Metadata (MD5 checksum for backup files)

Warning:  Two shares must be created to match the replicated folder destinations.
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e ARCA replication — shares - names match replica folders.
e “Replica”

e “ReplicaMetadata”

-*_ Breakthrough Link Desktop

I [=] B3
¥ Computer @ Breakthrough Wault
I user 3 :
., Accounts ¥ Refresh | o Add Share .| Edit Share ¥  Rermove Share
Share Description |FOIder Lacation Custorn Mame
h - 4). Replica O:/Replica/

Share iyl ReplicaMetadata D /ReplicaMetadata/ meta

f | Folders
" Explore

/‘-J, Server

Online

Activity

Server
sl Settings

J Quick Connect # Disconnect &ll [ Manage server

R About Link & Logoff & Exit

6.1.2.2 Share Folders — Add, edit, and remove vault shares (we do not recommend changing share settings)

e Add Share — click “Add Share” button. This brings up the “Add Share” window.
= Click “OK” after all attributes are defined to create share.
= Click “Cancel” if you do not want to create a share at this time.
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B® Edit Share

Share Description: IRepIica Ok I
Folder Location: ID:,-’Repllca,»" Browse, .. | cancel |

File Filter: I

—Settings — Security
¥ Enabled
[™ Hidden  all Users
[T Read only

[T Append Login Mame " Zelected Users Permissinns...l

[T Mon Editable

—~ Enable Customn Share Mame

Share Mame; I{d3|:??a??—baSb—43c9—995a—1?a4EuaBEud??d}

—Mapping Details

[{d3c77a77-bash-43c9-995a-17a46a86d77d} =0 /Replica/

6.1.2.2.1 Share Settings

e Share Description
= Replica
= ReplicaMetadata
e Folder Location — this will be the vault destination directory
= D:\Replica
= D:\ReplicaMetadata
e File Filter — filter for file conditions to replicate to the share, please leave this setting blank for proper backup
chain replication — Do not use this setting
e Settings
= Enabled — enable/disable vault share
= Hidden — enable hidden share attribute (enable for ReplicaMetadata share)
= Read Only — enabled read-only attribute
= Append Login Name — appends login hame to vault share path — Do not use this setting
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= Security — the account used to authenticate to the share must have “Default Share Access”

e All Users — all vault users have access to the share

e Selected Users — only selected user have share access

= To modify, choose this option and click the “Permissions” button.

= By default all users are denied access to the share.

= You can change the user permissions in one of two ways. The arrow buttons will be

grayed out in one direction if no users are in the list:

Double-click the user name (moves denied to allowed and vice-versa)
Highlight the user and click “->" to moves user to allow

Highlight the user and click “<-“ to moves user to denied

Click “>>" to move all users from denied to allowed

Click “<<” to move all users from allowed to denied
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*"' Share Access Permissions Ed

—Denied User List———— — &llowed User List———— Ak |
nasl test
nasz Cancel |

F
scott

L E

—allowed User Access Permissions

Permission Presets: |Customn Permissions ;I
—File Permissions ————— —Folder Permissions
I_ List I_ List
Read
r [ Traverse
[T wirite
[T Create
[T owverwrite
[T Rename
[T Rename
[T Celete I Remove

= After a user is moved to “Allowed” highlight the user to define custom permissions. The “‘Allowed

User Access Permissions” options are activated.
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QShare Access Permissions E
—Denied User List———— —allowed User List———— Ak |

nasl
nasz
nas3 .
scott

Cancel

-

2 e [ [

—Allowed User Access Permissions

Permission Presets: |Default Share Access ;I
—File Permissions—————— —Folder Permissions
p List |7 List
v Read
4 ¥ Traverse
W write
V¥ Create
W Cverwrite
[~ Rename
[~ Rename
I~ Delete [~ Remove

e Permissions can be defined via Permission Presets or Custom (Checking and un-checking individual

attributes will change preset to custom). The default setting is “Default Share Access”.

Browse (List files, List & Traverse folders)

Contribute (List, Read, Write files, List & Traverse folders)

Custom Permissions (none - check and uncheck individual attributes)
Default File Access (List, Read, Write, Overwrite files, no folder access)
Default Folder Access (no file access, List, Traverse, Create folders)
Default Share Access (List, Read, Write, Overwrite files, List, Traverse, Create folders)
Download Only (List & Read files, List & Traverse folders)

Full File Access (all file permissions, no folder permissions)

Full Folder Access (no folder permissions, all file permissions)

Full Share Access (full file & folder permissions)

Publish (List, Read, Write Overwrite files, List & Traverse folders)

Upload Only (List & Write files, List, Travers, Create folders)
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Settings
e Enable Custom Share Name — define a custom share name

This setting is REQUIRED for ReplicaMetadata share, custom name “meta”. The client side configuration relies on

Warning:
this custom share name to replicate the MD5 files. The “Hidden” setting is also required.

BN Edit Share

(0]4

Share Description: IRepIicaMetadata

Browse...
Cancel

Folder Location: ID:.-"RepIiu:aMetadata.-"

File Filter: I

— Security

— Settings
¥ Enabled
¥ Hidden

[~ Read only
™ iappend Lagin Mame! " Selected Users F‘ermissiu:uns...l

[ Mon Editable

f all Users

—¥ Enable Custom Share Mame

Share Marme: Imeta

—Mapping Details

[meta]=C:/ReplicaMetadata/
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6.1.2.3 Edit Share

e Edit Share attributes, double-click the shared name or click the “Edit Share” button to edit share.

¥ Edit Share

Share Description: IFLEF'LICF'. Ok

Folder Location: ID:.-"REF‘LICF'.;" Browse... | Cancel

File Filter: I

—Settings —Security
¥ Enabled
[~ Hidden * all Users

[ Read only

¥ append Login Name " Selected Users F'errnissiu:uns...l

[T Mon Editable

I~ Enable Custom Share Mame

Share Marme: I{36I:IEIESEI:I-E|134-4laD-bDQB—debEbEEbQEd}

—Mapping Details

[{36d0852b-6134-41a0-b098-fd2b2b2eb92d}]=0:/REPLICA/{ $userlogin}/

e Click "OK” to apply changes. You will receive a “Share Modified” when modification is complete.

¥ Share Modified

@ The share has been modified. Existing user sessions will not be affected.

e Click “Cancel” to disregard changes
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6.1.2.4 Remove Share

e Removes selected share, highlight share and click “Remove Share”. If shares are removed replication will

stop.

e Click "Remove Share”, you will receive the confirmation prompt below to confirm.

¥ Remove Share : Test Yault

&y Youare about to permanently remove the share called "Test Wault" from
\:) your system. Are you sure you want to proceed?

= After the share is deleted, you will receive a “Share Deleted” prompt.
= Deleting the share does not remove the underlying file structure.

B schare Deleted E

@ The share has been deleted, Existing user sessions will not be affected.
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6.1.3 Explore Server

e Browse the shares and view the file and folder vault structure

|
%% Breakthrough Link Desktop Hi=1E3
@ Breakthrough Yault
'l user §
; % Accounts ILJD:K Heseomx
Narne Size | Modified
L4 REPLICA 4/10/2009 5:36 PM
share [4 REPLICAMETADATA 4/10/2008 5:42 PM
‘- Jr Folders
J#= Explore
", Server

Online

' Activity
Server
Settings

& Quick Connect ¥ Disconnect All E Manage Server k¥ About Link & Logoff & Exit

= Navigate using the buttons or via the drop-down arrow
= Buttons (left to right)

* IQM@E

= Move Up to Parent Directory

= Show/Hide Folders (shows file

= Refresh Directory

= Create Folder

= Delete File (activated when a directory or file is selected)

» Be careful with this option, do not delete dependent chain files or you will

break the replicated backup chain. Missing files will be replicated from the
source if available.

= Double-click a folder name to drill down
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6.1.4 Online Activity

e View live local and remote connections to the vault.

|
B Breakthrough Link Desktop [_ O] %]
G Breakthrough Yault
'l user B Refresh
w Accounts W) setres
ServicesLogin From Rermote | To Server Inbound Speed (Bytes) Cutbound Speed (Bytes) Online Since
h = Eﬁ administrative Services
Share DL 88 admin 127.0.0.1 127.0.0.1 0.000 Mbps (9,919 KB) 0.000 Mbps (121,273 KB)  Wed Mar 25
* Jr Folders Eh i File Management Services
b 0% pasl 98.210,96.155 192.168.194.217 1.219 Mbps (1,561,563 KB) 0.000 Mbps (574 KB} wed Apr 1 1e
L $8 nasz 123,108.33.51 192.168.194.217 0.542 Mbps {399,713 KB)  0.001 Mbps (367 KB} wed Apr 1 1e
= Explore
v O Server
Online
Activity
Server
Settings
4 Ll
&J Quick Cannect ¥ Disconnect all G Manage Server E" About Link & Logoff & Exit

e Service/Login —admin (local) and file management services (remote ARCA connection)
e From Remote - source IP addresses

e To Server - destination IP addresses

e Inbound Speed (Bytes) — speed of inbound connections in bytes

e Outbound Speed (Bytes) - speed of outbound connections in bytes

e Online Since — timestamp of last successful connection to vault
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6.1.5 Server Settings

e Configure global system settings

1
“Breakthruugh Link Desktop [_ O] ]
@ Breakthrough Wault
c? 1 User
L Accounts H i :
File Management Services are Running
File Management | Adrninistrative I About. . |
Share —File Management Services ———————————————— I
#1, roiders _ ey |
¥ Run File Service on Startup Start File Service |
Rewvert |
[~ Enable Reliable UDP Stop File Service |
Explore ¥ Enable BTF Accelerati |
nable coeleration Restart File Service
o Server
Max Throughput (Mbps): IlDDD.DDD 3:
e online Max Concurrent Connections: IZD E
Activity TCP Listening Port : [33000
UDP Listening Port : ISQDDD
Server BTP Listening Port © ISQDDZ
Settings
J Suick Connect ¥ Disconnect all @ Manage Server E‘igbuut Link & Logoff & Exit

¢ File Management and Administrative tabs. These settings can be customized to your environment.

6.1.5.1 File Management

e Start/Stop/Restart File Services, change bandwidth and port settings.

e Ensure the following options are selected. If the port settings are changed, you must update them on the cli-
ent side.

¢ Run File Service on Startup
e Enable BTP Acceleration
e Max Throughput (Mbps) — set this depending on your bandwidth
e Max Concurrent Connections: 2, 5 or 25 depending on model
e Default ports
= UDP: 39000 (management port)
= BTP Listening Port: 39002
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6.1.5.2 Administrative

e Server Name and connection settings.

i
\‘ Breakthrough Link Desktop [_ O]
@ Breakthrough Yault
;! 1 User
b Accounts File Management Services are Running
File Management Adrministrative | About... |
! share Adrninistration Services
Apply |
* | Folders Server Mame:
34 rt
¥ Enable Remate Administration LI
. :xplnre Max Concurrent Connections: |5 3:
- erver
L4 Listening Port : 39001
Online
Activity
Server
Settings
J Duick Connect ¥ Disconnect all @ Manage Server k‘; About Link & Logoff & Exit

6.2 Scheduler

After the vault is configured, you must configure the replication source. This is accomplished through Breakthrough Config.
To configure replication you must login to the ARCA via an administrative account. The “Breakthrough Scheduler” service
will be installed and should be in a “Started” state. The service runs under the “Local System” account. If this service is

stopped, scheduled replication will not occur. Data is replicated by server (backup chain).

e Ensure the “Breakthrough Scheduler” service is started.

e Launch “Breakthrough Config” from Start > All Programs > ARCA > Backup Data Transfer > BreakthroughConfig. You
can also access this through the ARCA Dashboard under the Backup Data Transfer section.
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P | |
Manage Your oo windows Catalog

‘“ Windows Update

Command Pri

Accessories 4
@ Administrative Tools

"__1;/ Windows E:-:pl

@ BitDefender Security For Windows Servers Pk ARCA Administration  »
!B Standby Server @ Breakthrough » Backup Data Transfer  #
@ MYIDIA Corporation k Configuration 4 '.; Breakthrough Link
.E ARCA Dashboal @ onkrack » License Activation » W+ Copy Backup To External Drive
@ Startup k Reporting Dashboard  » M= Sync To External Drive
@ Motepad @ Sun =YM VirkualBox » Suppark »
I = ,é Internet Explarer YWirkual Machine ¥
‘g Breakthrough Li & Internet Explorer (Be-bit) ARCA Dashboard
ﬂ LagMeln
é@ Remate Deskho) lf;] Outlook Express
4. Remote Assistance
+ ARCA Doctor @ Microsoft Office 3

A Acrobat,com
All Programs E &dobe Reader 9

Log OFf E Shut Down

|#/start | & [ % |
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-; ARCA Dashboard

I 3
Business Continuity Software Version 420

Service Tag - 0013D92309C2464B
mmgy Configuration Backup Data Transfer

Agent Setup

Backup Data Transfer -‘
&
ARCA Administration ‘-’ﬁ .:ﬂ
Yirtual Machine Copy Backup Image(s) of Sync to External Drive
Server(s) to External Drive
Support

Reporting Dashboard

TR

License Activation IL 1 IL 1
System Mame : PGHARCA “" ‘L‘
Breakthrough Config Breakthrough Link

\

The launches “Breakthrough Config”. Replication options are defined here. The first tab “Replication” is displayed. To
navigate the interface, select the individual tabs.
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* Breakthrough Config - ¥ersion {1.0.1040 )

= 3

Service Status: Running save || piscard || Exit

Replication | Scheduler I History I Activity

—FRoot Backup Directory

Local Path: |D:fEuackupf

—Rermote Vaults

Wault Mame Host Protocol Destination

pl
(=%
=%

----- Eﬂ TestPGH-Backup 10.10.1.31 BTP : 39002 Replica

Edit...

Rernave...

i

—Server Directories

—Properties

¥ Enabled Priority: |1 - High vl Vault: ITestPGH-Bac:kup LI Apply |

Copy: W Base [ Intra-Daily W Daily [ weekly [T Manthly

Partitions

[l

Server Directory /| Partitions Priority Wault Copy | Refresh |
: 313B730451204C20-pmg-winzk3

0D y EnExe : -.. Base, Daily Enable
[y EEFED49630C048FC-prg-winZk3 C, F TestPGH-.. Daily

Disable

Clear

41

6.2.1 Replication

o Define Replication Settings

6.2.1.1 Root Backup Directory

= The Root Backup Directory is static.

o0 D:\Backup (backup files)

Replication | Scheduler I Histaory | Activity

Root Backup Directory

Local Path: ID:/E'-ac:kupf

ARCA Replication Guide.doc Copyright 2009 Page 40 of 65




Zenith ARCACE

Note: D:\Metadata (MD5 checksum for backup files) replication occurs automatically to the vault ReplicaMetadata
share without additional configuration. This is dependent upon the custom share name being set correctly to
“‘meta’”.

6.2.1.2 Remote Vaults

» Add individual vaults as defined in section 5.1 Vault. Multiple vaults can be added.
= After your backup directory is defined, you must add your remote vault. You can also Edit and Remove
Vaults.
= To add a vaults click “Add”. The “Add Vault” window opens.

B Edit vault E

Marmne of Vault: ITestPGH-Backup| Ok I
— Credentials
Cancel |
Host Address:  [10.10.1.31
_ Defaults |
User Login: Itestpgh
Password: I-----.

—Wault Location

Destination: |Rep|ica LI Refresh... |

—Transfer Settings

¥ Encrypt Payload During Transfer
[~ Compress Payload During Transfer

[~ owerwrite Wault File When Different

I Customize Connection Method

Tramsfer Protocol: IE-TF‘ Acceleration (Default) j

Connection Port:  |39002

— Tune Bandwidth Settings

Max Download Speed (Mbps): |1D.DDD

L L

Max Upload Speed (Mbps): |1D.DDD

= Define the following
¢ Name of Vault — This can be any name you specify
e Host Address — IP or Fully Qualified Domain Name (FQDN) of the vault

e User Login — vault user name
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e Password — vault password
o After the above values are specified the “Refresh” button activates.
e Vault Location: Destination — to connect to the vault click “Refresh”. This will pull the connection

data to your vault and defined vault shares will be listed.

Note: Select the defined vault share that was configured with “Replica” as the destination.

—Yault Location

Destination; I j Refresh... |

? Connecting to Test

—Transfer Settings —— ]
Connecting to host,.,

¥ Encrypt Payload [
| ][

[~ Compress Payloa

- The available destination locations have been updated.

3/

Il

Note: On the destination vault 2 shares were created, “Replica” and “ReplicaMetadata”. Choose “Replica”. The
“ReplicaMetadata” share should be set to “hidden” and will not be available in the drop-down. The “Metadata”
source files will be replicated to the “ReplicaMetadata” share along with the backup files without additional con-

figuration.

e Click the down arrow to select a vault share.

Wault Location

Destination: IRepIica |E| Refresh... |

Replica

e If the connection fails, you will receive a “Failure” prompt.

o Verify vault settings and retry.
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B Failure

@ The systern was unahle to retrieve updated destination locations.

Ok

Note: Multiple vault shares will appear in this list if they have been defined and the user has share access.

e Transfer Settings
0 Encrypt Payload During Transfer — replication over encrypted tunnel
0 Compress Payload During Transfer — replicated data compressed
o0 Overwrite Vault File When Different — option to overwrite changed files — carefully
consider using this option
=  When the option is UNCHECKED (the default), then if the target file already exists

on the VAULT, and is changed on the ARCA, the file will NOT be retransferred.
The VAULT version will remain intact.

=  When the option is CHECKED, then if the file on the ARCA is different, it will be
retransferred to the VAULT and overwrite the previous image.

e Customize Connection Method

o Transfer Protocol
= Standard TCP — use for low bandwidth sites
» Reliable UDP — use for high latency connections
= BTP Acceleration (default - recommended)

o0 Connection Port — default 39002
= If you need to change the port due to firewall restrictions, ensure the

corresponding vault ports are updated

0 Tune Bandwidth Settings — enter the max amount of bandwidth for replication
= Max Download Speed (Mbps) — default 10,000
= Max Upload Speed (Mbps) — default 10,000

0 Click “Defaults” button to reset all values to default.
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B Edit Yault

Marne of Wault: |TestPGH-E-an::l<up

8]+
—Credentials
Cancel |

Host Address:  [10.10.1.31

) Defaults
User Lagin: Itestpgh
Password: |unu

o After all vault properties are defined click “OK”.
= After a vault is defined, it can be edited by clicking “Edit” on the “Replication” tab.

Edit an existing vault:
» Select a defined vault and click “Edit”. The “Edit Vault” window opens.

B Edit Yault E

Marme of Vault: ITestF‘GH-E-ackup Ok |
—Credentials
Cancel |
Host Address:  [10.10.1.31
_ Defaults |
User Login: Itestpgh
Password: |uuu|

—Wault Location

Destination: |Rep|ic:a LI Refresh... |

—Transfer Settings

¥ Encrypt Payload During Transfer
[T Compress Payload During Transfer

[T overwrite Mault File when Different

—I Customize Connection Method

Tramster Protocol: |E-TF‘ foceleration (Default) ;I

Connection Port:  [38002

— Tune Bandwidth Settings

Max Download Speed (Mbpsi: IID.DDD ﬂ

Max Upload Speed (Mbps): IID.IZIIZIIZI ﬂ
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= Edit any vault settings in the above screen.

0 Click “OK” to apply changes.
o0 Click “Cancel” to disregard changes.

0 Click “Defaults” to reset all settings to default.

= Toremove a vault, select and highlight the vault entry and click “Remove”. A “Remove Connection”
prompt appears. Deleting the connection to the vault does not edit the vault itself.
0 Click “Yes” to permanently delete vault entry

o Click “No” to cancel.

—Remote Yaults

Wault Mame | Host | Protocol Destination | Add... |
TestPGH-Backup 10.10.1.31 BTP : 39002 Replica

Edit...

Rernove. .. |
" Remove Connection : TestPGH-Backup [ x|

—Server Directories ————— 9 vou are about to permanently remowve the wault named "TestPGH-Backup”
\*/ from your systern. Are you sure you want to proceed?

Server Directory | l Refrash |
- Tes Mo I

-+ 313B730451204C2
’|_-:E 4D6240063B 54 8 2 r=reTre T I [L=3=18 g% ) | e OaseE, Oy Enable |

6.2.1.3 Server Directories

= View server directories under the “Root Backup Directory” and define replication properties.
= Any backup directories under the “Root Backup Directory” appear in the “Server Directory” list.

0 Root Directory = “D:\Backup”

ARCA Replication Guide.doc Copyright 2009 Page 45 of 65



Zenith ARCACE

— Server Directories

Server Directary /| Partitions Priority Wault Copy | Refresh |
[ 313B73D451204C2D-prg-winZ...
L_Tg 406240D68B5B4582E-2enexch C 1 TestPGH-... Base, Daily Enable

-] BDESEEE4SFDE4204-prng-WinZ...

(8 B EEFSD43630C048FC-prng-winz.. i C, F TestPGH-..  Daily Disable

4

Clear

—Properties
¥ Enabled Priority: |Mormal LI Vault: ITestPGH—Elackup ;I Apply |
Copy: | Base [ Intra-Daily ¥ Daily [~ weekly [ Monthly
Partitions
VMc WF

» The following options are available
o Refresh — refresh directory listing
¢ Enable — enable replication for selected folder (activated when a directory is selected), folders
are disabled for replication by default.
o Disable (default) — disable replication for selected (activated when a directory is selected)
e Clear — clear previous replication options on selected folder (activated when a directory is

selected)

6.2.1.4 Properties

= Enabled — enable folder for replication, uncheck to disable
= Priority — set priority 1-8 or leave “Normal” (default)
0 1-High Priority
0 5-Medium Priority
» Vault — select vault share to replicate (corresponds to defined Remote Vaults — empty by default)
= Copy - select backup file types to replicate
0 Base - Base Image file (*.spf)
» This is the full backup file and it starts the backup chain.
= Ensure bandwidth is sufficient if transferring the base image
Intra-Daily (not recommended) — intra-daily files (*.spi), do not select for “Current Image”
Daily (required) — daily collapsed files (*.cd.spi)

Weekly (not recommended) — weekly collapse files (*.cw.spi)

O O O O

Monthly (not recommended) — monthly collapse files (*.cm.spi)
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Note: The source and destination ARCA and Vault perform their collapse routines independently. Replicating existing
collapsed files is redundant and will increase used storage space.

Collapse replicated backups — 2 Models:
Current Image or Archive (the ability to replicate collapsed files but this is not recommended)

1. Current Image (Base-into 1 incremental) — every 15 days, collapsed into —cd.spi, next collapse files will be wiped and col-
lapsed into cd.spi (saves storage) - do not select intra-daily files in this scenario

2. Archive (retention) — cd.cw, cd.cm, etc — 30 days worth of dailies

Warning:  Click “Apply” after changes are made or they will not be saved.
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6.2.2 Scheduler

= Define replication schedule (for details on these settings please see section 4 General Operation & Software

Specifications”)

B Breakthrough Config - Yersion (1.0.1031 ) 9[=1E3

Service Status: Running save | Discard | Ext |

Replication Scheduler I Histary I Bctivity

— Status ¥ Enable Scheduled Replication
Date/Time: Wed Apr 1 20:04:25 2009 7 Onee On service startup
Service Status: Running ¥ Periodically IOnce Per Day ;I
Scheduler Status: Running —W On Specific Days {otherwise Every Day)——
Replication Schedule: Enabled T L Ll el L
Replication (Copy):  Not Running ™ sat T Sun
Notification Schedule: Enabled ¥ Pericd of Tirme (otherwise Any Time)
Motification (Mail): Not Running startTims: [o1 =0 =lan =

Duration: m hoursm minutes

—I¥ Enable Ermail Notifications

—Email Server

Host: Imxl.zenithinfotech.com:25 (authenticated)--- "ARCAL" <arcal@zenithinfotech.com > Configure...l

— Notifications

Interval Conditions | Ernail Subject Line | add... |
| Every Run Failed natalie rusko@zenithinfotec... ARCA Replication Failed :
| Once Per Day at .. Success natalie rusko@zenithinfotec... ARCA Replication Successful Edit. . |

Remave... |

0 View Service Status and details
o0 Enable Scheduled Replication and define replication options
o Run:

= Once On Service Startup

= Periodically

»= On Specific Days (otherwise Every Day)

e Mon, Tue, Wed, Thu, Fri, Sat, Sun
» Period of Time (otherwise Any Time)
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e Start Time

e Duration
o Hours
o Minutes

0 Enable Email Notifications — check to enable, uncheck to disable. Enabling Notifications enables the “Configure”
button. Click “Configure” to define settings. Click “OK" after settings are defined.
= Server
e SMTP Host — SMTP name (FQDN)

0 Send Test Message

0 Click “Send Test Message” button. A “Send Test Message” window opens.

o Enter a valid email address and click “Send”.

I N

—Recipient Email Address—————————————————— m

|
Itest@zenithinfotech.com

Close |

—Processing Results

250 Ok

“=<=s<=s<4<<END SMTP SESSION

Result : SUCCESS

B2 Configure Nad

*5end Test Message B
—Server—— - ; Kk
’rRemplent Ermail Address Zend I :

SMTP Host _
Itest@zemthmfotech.com Cancel
Claose |

|—F‘rocessmg Results ]

SMTP Part

r
b i Success! The email was sent successfully - check vour inbox to verify,
Do \"«)

Password:
_ Semdl Eram Result : SUCCESS

Display Me
-

Ernail Add
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Verify test email was received. If the email was not received check your spam folders.

Body Text: This is a test message sent from BTConfig.

e SMTP Port — default 25
e Requires Authentication — if SMTP server requires authentication
e Method
0 Automatic (default) - “Enable TLS on Authentication” option
Login
Plain
Cram-MD5
NTLM

None

O O O O o

e Domain — SMTP domain
e User — SMTP user account name
e Password - SMTP account password
=  Send From
o Display Name — define sender name for email alerts
e Email Address — define email address alerts for email alerts

¥ Configure Mail Server

SMTP Host: Imxl.zenithinfntech.cnm Send Test Messagel
Cancel

SMTP Port: |25 [~ Enable Ss5L

—¥ Requires Authentication

Method: I.D.utamatic j [” Enable TLS on Authentication
Cormain: Izenithinfutech.cnm
User: Izenithdm

Password: I"""'

—Send From

Display Mame; I.C'.RC.D.l

Ermnail Address: Iarcal@zenithinfotech.com

0 Notifications (enabled after “Enable Email Notifications” is selected). Multiple notifications can be specified on
different criteria.

ARCA Replication Guide.doc Copyright 2009 Page 50 of 65



Zenith ARCACE

Add — add notification

e Click “Add” and define alert criteria

¥ add Notification

¥ send Email

Subject Line: |

Email Address: I

I Write to Event Log

Message: |

— Interval

 After Every Run

(% Once Per Day at IDE vl aM -

— Conditions

l_ Success

¥ Failed

[~ aborted

™ Duplicate

[~ Mot Licensed
[ Launch Error

[~ Terminated

Options:

e Send Email — send an email upon alert (checkbox)

e Subject Line — type email subject (customizable)

¢ Email Address — type recipient email address to receive alerts

e Write to Event Log — check this option to write alert events to Application Event Log

0 Message is customizable
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Event Properties ﬂ
Evwert |
Drate: 4/11/2009 Source:  Breakthrough Scheduler + |
Timne: 35256 PM  Category: Mone
. . + |

Type: Errar Ewvent [D: 1001

User: A2 |
Computer: ZMAS-PMGTRAIMIN]

Dregcription:

ARCA Replication Failed -
Instance : 1239601172

Filez : 0[0 Analyzed)

Bytes  : OKE Transfermed

Emors :0

Result : FAILED

Data: % Byptes  ‘Words

0000: 43 e 73 74 61 e &3 &5 Instance ﬂ
000g: 20 3a 20 31 32 33 39 35 1 12395

o0lo: 30 31 31 37 3Z 0a 46 69 0l17Z.Fi LI

0K I Cancel | Apply I

e Interval
0 After Every Run — alert sent after every replication attempt
0 Once Per Day at — alert sent once a day depending on time specified
e Conditions
0 Success - replication successful (files transferred)
Failed — replication failed (reason for failure)
Aborted - replication aborted
Duplicate — duplicate file exists
Not Licensed — replication component not licensed

Launch Error — replication failed on launch

O O O O o o

Terminated — replication improperly terminated

» Edit — edit existing notification

e Highlight existing alert and click “Edit”
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M Edit Notification

¥ Send Email oK I

Subject Line: IARCF\ Replication Successful

Cancel

Ernail Address: Itesﬂ@zenithinfotech .carm

I rite to Event Log

Message: I

—Interval

™ after Every Run

& Once Per Day at (08 «| |am =

— Conditions

¥ Success

™ Failed

[~ abarted

[ Duplicate

[~ Mot Licensed
[~ Launch Errer

[~ Terminated

e Remove — remove notification
e Highlight existing alert and click “Remove”. You will receive a “Remove Notification” prompt. Click “Yes” to

remove, “No” to cancel and retain notification alerts.

¥ Remove Notification E

P Tou are about to permanently remove this notification from your system,
\‘:/ Are you sure you want to proceed?

Tes | Mo

6.2.3 History

= View replication history (for details please see section 4 General Operation & Software Specifications”)

o Filter by
= Copy — copy jobs
= Mail — mail jobs

» Clean — clean database jobs
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Service Status: Running save | Discard | Exit |
Replication I Scheduler Histary | Activity
¥ Filter Display
V copy W Mail W Clean
Completed Process Result Instance Elapsed Started =
04/01/2009 05:00 am Mail SUCCESS 1238587203 00:00:23 04/01/2009 08:00 am
04/01/2009 01:04 am Copy Success 1238562003 o0:04:22 04/01/2009 01:00 am
04/01/2009 12:00 am Clean Success (none) 00:00:00 04/01/2009 12:00 am
03/31/2009 08:00 am Mail SucCcess 1238500503 00:00:43 03/31/2009 08:00 am I
03/31/2009 01:00 am Copy Success 1238475603 oo0:00:04 03/31/2009 01:00 am
0343172009 12:00 am Clean Success {nonel 00:00:00 03/31/2009 12:00 am
03/30/2009 08:00 am Mail SUCCEsS 1235414403 o0:00:21 03/30/2009 08:00 am
03/30/2009 01:47 am copy SUCCESS 12358389204 00:47:17 03/30/2009 01:00 am
03/30/2009 12:00 am Clean Success (none) 00:00:00 03/30/2009 12:00 am
03/29/2009 12:00 am Clean Success (none) 00:00:00 03/29/2009 12:00 am
03/28/2009 12:00 am Clean Success (none) 00:00:00 03/28/2009 12:00 am
03/27/2009 08:00 am Mail SucCcess 1235155203 o0:00:14 03/27/2009 08:00 am
03/27/2009 01:05 am Copy Success 12358130003 00:05:27 03/27/2009 01:00 am
03/27/2009 12:00 am Clean Success (none) 00:00:00 03/27/2009 12:00 am
03/26/2009 05:00 am Mail Success 1235068803 00:00:39 03/26/2009 08:00 am
03/26/2009 04:11 am Copy Success 12358043603 03:11:54 03/26/2009 01:00 am J
-

6.2.4 Activity

» View activity of last replication job — pulled from log file (for details please see section 4 General Operation & Software

Specifications”). You can also run and abort replication “On Demand”.
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* Breakthrough Config - Yersion {1.0.1031 )

Breakthrough Copy
Copyright (o) 2008-2009 Breakthrough Technologies, Inc.

Process @ C:%Ereakthrough‘\btcopy.exe
Version : 1.0.1031

Buntime : Wed Apr 1 Z0:37:55 2009
Instance : 1238632675

TRANSFERRING FILE3

[ 0} =zenexch / Analyzing Folder

................... done
[ 0} pmg-winZk3 / Analyzing Folder................ done
[ 0} PME-WINZE / Analyzing Folder................. done

=T E3
Service Status: Running save | Discard | Ext |
Feplication I Scheduler I Histary Activity
Abort | Run |
[1238632675] pid: 2208

Result i BUCCEZS

that replication is successful.

0 Abort — aborts replication

0 Run - starts on-demand replication

After replication is configured for the first time, we recommend a manual “first-run” replication to verify connectivity and

Note: Before running replication or exiting Breakthrough Config click “Save” to commit unsaved changes.
Replication may be successful without saving but no data will be replicated.

\i':) Do you want to cormnmit your unsaved changes to the system?
.

Save | Discard | Cancel
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6.3 Connecting to Remote Vaults

On the remote ARCA, you can manually connect to a vault or replicated ARCA. You will be able to connect to any vaults you

have made a connection to in Breakthrough Config (see section 5.2 Scheduler). To connect, launch “Breakthrough Link”.

e Launch “Breakthrough Link” from Start > All Programs > ARCA > Backup Data Transfer > Breakthrough Link.

You can also access this through the ARCA Dashboard under the Backup Data Transfer section.

— =
"~J Manage Your i windows Catalog
4 windows Update

Accessories 3
e ‘/ Windows Expl Administrative Tools 3

" O - - -

- | EitDefender Security For Windows Servers  # RCA Admini

!B Standby Server Breakthrough b

13

3

3

3

AW Command Pry

& reakthrough Config
i ] rough Link

License Activation Copy Backup To External Drive

NVIDIA Carporation
ARCA Dashboal Ontrack
Skartup
Motepad Sun xYM VirtualBosx
'_r,é Internet Explorer ‘irtual Machine
Remate Deskio| @ Internet Explorer {G4-hit) W ARCA Dashboard
ﬂ LoghMeln
ARCA Doctar @ Outlook Express
q - Remaote Assistance
LNy Breakhrouah b () pcrosoft offics v
A Acrobat.com
All Programs P8 adobe Reader 9

Log Off @ Shut Down

. Reeporting Dashboard Sync To External Drive
Suppork

e

[#/star | € (3 7 |
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-; ARCA Dashboard

] 3
Business Continuity Software Version 420

Service Tag - 0013092309 C2464B

Configuration Backup Data Transfer

Agent Setup

Backup Data Transfer -‘
k|
ARCA Administration "’ﬁ .:ﬁ
Virtual Machine Copy Backup Imageis) of Sync to External Drive
Server(s) to External Drive
Support

Reporting Dashboard

O R Ak |

License Activation I \\_1 I H\_J
System Name : PGHARCA ll-‘ ll.‘
Breakthrough Config Breakthrough Link

\

e The launches “Breakthrough Link”.

B¥Breakthrough Link Desktop

=1 E3
' Computer
e \
" A
Available
= . [ ct S Refresh
“ Connections O Conne | gy REires
Connection Name Host Mame / IP Address Type
“ iTestPGH-Backup 10.10.1.31 File Management

e Defined vault connections will show under “Available Connections”. To connect to the vault, select the
connection and click “Connect”. You will connect to the vault with the login settings specified through
Breakthrough Config. An additional tab appears with these settings called
e Connected to %vaultname%
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*‘ Breakthrough Link Desktop

_
Available
w Connections m‘ S Refresh

Connection Mame Host Mame / IP Address Type

\' Breakthrough Link Desktop

¥ Computer b Connected to TestVault

g I I B = |BZen|th Vault:/ Fl e 53o@m %

Narne | Size | Modified I; Marne | Size | Modified

[ 64bit_staticip 1/22/2009 12:56 AM [ 1315843AF1FA4890-pmg-winZk3 3/8/2009 9:39 AM

[ BDRTermplates 3/20/2009 3:53 PM [ 4D6240065B8B452E-2enexch 3/26/2009 4:10 &M

[ BMRToaols 3/23/2008 7:53 PM [ 7142B4A96DE141FG-PMG-WINZK 3/5/2009 10:18 PM

3 Breakthrough 372542009 4:45 PM [ 97F1DE9SCED24220-pmg-winZks 4/1/2009 1:02 4M

[ Documnents and Settings 3/23/2008 6:06 PM

[ izse 3/23/2008 5:44 PM (ﬁ

[ IndexCatalog_System 372372008 9:59 AM I

3 kevfile 1/26/2009 10:36 AM @

[ office 2003 Professional 3/18/200% 1:10 PM

3 old Configuration Files 1/24/2009 12115 AM VR

4 Program Files 2/27/2009 9:53 AM @

[ Prograrn Files (x86) 341872009 1:12 PM

[ Saurabh 3/31/2009 1:27 PM

[ sparse 4/1/2009 12:45 PM

[ TEMP 3/17/2009 5:13 PM

[ Tools 3/20/2009 5:31 PM

3 ¥MShare 3/28/2009 6:17 PM

[ ¥MSnap 3/268/2009 6:17 PM

[ WINDOWS 4/1/2009 11:57 AM

Ej wmpub 3/23/2008 9:42 AM

nd 1KB 11/6/2008 10:39 AM
123.1pg 2,907 KB 2/3/2009 11:25 &M T

Source Operation Status Processed Progress Write Speed Elapsed / ETA O
@
Q

U Quick Connect ¥ Disconnect all g About Link & Logoff & Exit

e If you experienced an error during replication, connect to the vault and copy files manually. If connectivity issues
arise, resolve those issues and attempt to reconnect to the vault before resuming replication.

e The local ARCA is on the left pane, vault is on the right.

¥ Computer b Caonnected to TestVault

! IB’CH"’ ;I @« 5 SO )‘}' IEZenith Yault:/ ;I =] SR

e You can navigate directories and move files from this screen.

¢ Move Up to Parent Directory,
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e Show/Hide Folder
e Refresh Directory
e Create Folder

e Delete Folder

J Guick Connect 3§ Disconnect All

ga AboutLink ) Logoff & Exit

e Click the “red x” icon on top right of this window to disconnect or click “Disconnect All” at the bottom if multiple

vaults are open.

e Click “Quick Connect” to connect to another vault.

s TestWault

J Quick Connect

o Disconnect all

e Cross navigation between ARCA and Vault

e Icons (top to bottom)

2

>

-

e Link Folder Navigation — link navigation between ARCA and Vault

e Upload to Server — upload file/folder to vault (active when file/folder is selected)

¢ Download from Server — download file/folder to ARCA (active when file/folder is selected)

e Transfer Settings — General Transfer Settings for Breakthrough Link Desktop (see below screenshot)

B Transfer Settings

Contents

|l Recopy
r Encrypt

il COrmpress

—izeneral Transfer Settings

Prompts
¥ Confirm Overwrite
¥ Confirm Skip

¥ Confirm Resume

K

Cancel

iy

Defaults
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During upload/download tasks, the status can be viewed in the status window. Jobs will queue. If a download or

upload operation is in process, the next job will be in a “Waiting” status.

O O O O O o

* Breakthrough Link Desktop

¥ Computer | W% Connected to TestVault

| MET

Heseax

[_[ol=]|

’\}- ||_“7 Zenith Yault:/

Hesdaw

MNarne | Size |

Modified [=]

[ e4bit_staticip

[ BDRTemplates

1 BMRTools

[ Breakthrough

4 Documents and Settings
3 i3se

[ IndexCatalog_System
[ keyfile

[ Office 2003 Professional
1 ©ld Configuration Files
[ Program Files

[ Program Files (x86)

1/22/2009 12:56 AM
3/20/2009 3:53 PM
3/23/2008 7:53 PM
3/25/2009 4:45 PM
3/23/2008 6:06 PM
3/23/2008 5:44 PM
3/23/2008 9:59 AM
1/28/2009 10:36 AM
3/16/2009 1:10 PM
1/24/2009 12:15 AM
2/27/2009 9:53 AM
3/18/2009 1:12 PM

Mame |

size | Madified

[ 1315843AF1FA48390-pmg-win2k3
[ 4D6240D65BEB4E2E-zenexch

[ 7142B4A%6DELI41FS-PMG-WINZK
[ 97F1DESSCED2422D-prng-winzk3

%

HE 3

3/8/2009 9:39 AM
3/26/2009 4:10 AM
3/5/2009 10:18 PM
4/1/2009 1:02 AM

-] ..eConfiguration.ini
-] Configuration.exe
-1 ApplicationLog/ Create Folder
~[4 ..plicationLog/NAS, Create Folder

i L[] ..09132724_Log txt

EHIER

=~ Create Folder
]

bant innd ad

ke [ ] o
1120ke [ ] 0%
oke [ ] 0%
oke [ ] 0%
ke [ ] 0%

ok [ 0%
PP

TS ——

3 saurabh 343172009 1:27 P ) L

1 Sparse 4/1/2009 12:45 PM

1 TEMP 3/17/2009 5:13 PM

3 Tools 3/20/2009 5:31 PM

[ wMshare 3/28/2009 6:17 PM

[ YMSnap 3/28/2009 £:17 PM

[ WINDOWS 4/1/2009 11:57 AM

[ wmpub 3/23/2008 9:42 AM

j rnd 1KB 11/6/2008 10:39 &M

= 123.4pg 2,907 KB 2792009 11:25 AM =

Source Operation Status Processed | Progress | Write Speed Elapsed / ETA I; O
EI = Ci/Saurabh/ Upload -= (1 of ¥} Running... 416 KB /2,900 K. [ 14% 0,994 Mbps 00:00:08 B
[ Create Folder Complete! 0 KB 100% 00:00:00 ()
H -] AddServerexe Upload -= Paused 416 KB A1 776K ] 23% 0,667 Mbps 00:00;08 O

U Quick Connect 3§ Disconnect All

Source — source data

Operation — Upload/Download

Status — Running/Paused/Complete/Stopped/Waiting

Processed — transfer status (%)

Write Speed — speed of transfer in Mbps

Elapsed/ETA — estimated time of transfer completion

Start — restarts transfer

Pause — pauses transfer

Stop — stops transfer and cancels all tasks.

g About Link

& Logoff & Exit

0 You will receive a “Stop Transfer Queue” prompt to verify you want to stop the transfer.

o0 Click “Stop Queue” to stop transfer queue and cancel all tasks

0 Click “Cancel” to close the prompt and resume transfers
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\ip Do you want to stap the transfer queue and cancel all tasks?
-

Stop Queuel Cancel

o If the queue was paused after jobs were cleared, you will receive a “Restart Transfer Queue” prompt.
e Click “Restart Queue” to restart the queue

e Click “Cancel” to leave the queue paused

T Restart Transfer Queue E

The queue has been cleared, but remains paused. Wwould yaou like to

P
\(/ restart the queue?

Restart Queuel Cancel

¢ When closing the window you will be prompted to “Disconnect From All Sessions”.
o0 Click “Yes” to disconnect

0 Click “No” to stay connected and leave any sessions open

B pisconnect From All Sessions E

P This operation will disconnect all file transfer, task, and administrative
\(/ sessions, Do you wish to disconnect?

Tes | Mo
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6.4 ARCA Replication Specifics

This section gives general information regarding ARCA Replication.

o

Copy-attempts = 10
o Number of attempts to execute on a batched transfer of multiple folders and files before terminating.
o0 Copy-retries =3
o0 Number of connection retries to attempt on a disconnect or failed connection.
0 copy-delay =10
0 Number of seconds to wait between connection attempts.

o Timeout-login =5

e Files that are replicated:

0 When replication occurs the collapsed daily incremental files (*cd.spi) are replicated per server directory. This is
mandatory when a server is enabled for replication.

0 Base (full backup), Intra-Daily, Weekly, and Monthly collapse files are not replicated unless they are specifically
checked (*.spf, *.spi, *.cw, *.cm). Collapsing occurs at the source and destination independently.

o If the vault settings above were defined correctly, all backup files (“D:\Backup”) are replicated to the vault under
“D:\Replica” by server directory.

= Al MD5 checksum files (D:\MetaData) are replicated to the vault under “D:\ReplicaMetadata” by server
directory.

o0 Everytime BTCopy executes, it evaluates the entire file set for changes.

Example on destination vault:

File Edit ‘Wiew Favorites Tools  Help | i
Qback ~ ) - (T | ) search [ Folders | [+
Address I ) D:\Replica j Ge
Mame = | Sizel Tvpe | Date Modified |
File and Folder Tasks £ () 90F3ECACSDET 41k SDHEZ 4-prag-wing. .. File: Faldar 4/1/2009 1:13PM

. [CIE79014F954Fa4D4D-pmg-winzk3 File Folder 316/2009 4:46 PM
(=7 Make a new folder

AW nuRECR i Faldee ko bR

e Retransfer of Files
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a. If afile has to be retransferred, and you DO NOT want to change the overwrite setting globally, then you

must delete the target file on the Vault using BTLink, which will cause the ARCA version to be retransmitted.

b. This is the default. It will not be transmitted again.
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7 Appendix A — Reference Documents

e 1, ARCA Implementation Guide
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8 Appendix B — Glossary of Terms

ARCA Advanced Recovery and Continuity Appliance
BTCopy Breakthrough Copy — copies files via scheduler
BTService Breakthrough Scheduler — scheduler service
BTVault Breakthrough Vault — vault service
BTLink Breakthrough Link — interface used to connect to BTVault service
BTConfig Breakthrough Configuration — interface used to copnef:t to the Breakthrough
Scheduler service to setup replication
SPF ShadowProtect Full (Base) Backup File
SPI ShadowProtect Incremental Backup File
CD.SPI ShadowProtect Compressed Daily Backup File
CW.SPI ShadowProtect Compressed Weekly Backup File
CM.SPI ShadowProtect Compressed Monthly Backup File
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